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The PoP

The UIS owns the ‘Point of Presence’ which brings the internet tMT@®/e pay around2,600 a year for this service, plus a few
pence per GB of network traffic.

The PoP has redundant links back to the UIS’s network, and the to\8des its UPS which gives over an hour’s runtime in the
event of power failure. Its link back to the UIS’s network runs aBlifs.

(Our traffic charges are generally modest. The bill appears quayterl



L apwing

The wireless access points which carry the Eduroam and Uni of Geatess services are owned by the UIS, and directly connected
to its PoP. TCM is responsible merely for the cabling betweelrtvioe

They are powered by the PoP, so continue working for a while in\taatef power failures, and survive power glitches happily.

(Although ethernet generally does not provide power, an ogtiextansion allows for up to 13W to be provided. Cf. USB 2 at
2.5W, or USB 3 at 4.5W.)

Currently there are seven APs of three sorts in TCM, all supporti@dl8d, and the newest, of which we have four, also supporting
.11ac. Their lights can be admired in order to see if they areyhapp

Traffic over TCM'’s access points is not charged to TCM.



Lapwing Lights

Green lights showing the presence of power (supplied over ethelana network switch capable of supplying 13W at a nominal
50V), wired ethernet activity (flickers), and that the two radios avekimg (b & g are 2.4GHz, a is 5GHz, n is both).

Lapwing faults are rarely TCM'’s fault, and many cause the pati€hghts to change.

Penetration of our weak breezeblock walls is surprisingly pdbe signals travel in remarkably straight lines, and survive abou
three walls if penetrated in a perpendicular fashion.



Telephones. Vol P

One telephone, found in the secretaries’ office, is connectedtti to the UIS PoP.
The others are all connected back to a 48-port HP switch, whialrmdonnects directly to the UIS PoP.

This switch provides power over ethernet (PoE), and is itselheoted to a UPS, so short power failures should have no impact.

A failure of the switch itself would be embarrassing, as PoE@wei$ are rare-ish — we have no spares, and it might take a couple
of days to locate / procure a substitute. A couple of days withbbones? Heaven! (Two spare power bricks for powering phones

from a non-PoE switch exist in my office.)

\VoIP cables in our patch panel are pink, and all pink cables alé Vo

We have to pay the UIE5 per month per phone, plus call charges. So the fixed chargeCiwris aboutE2,300 p.a.



| saac Newton Backup

We host a backup system for the Isaac Newton Institute. Thisimachphysically quite large and heavy, and is directly catee
to the UIS PoP. It has two network interfaces, one for the machse#,iand one for its ‘integrated lights out management’ device.

It uses the addressaswt on. t cm phy. pri vat e. cam ac. uk and
newt on-il omtcm phy. private. cam ac. uk.

In return, TCM is able to put an offsite backup server in the INI maemoom.

The INI's machine is bigger than we were hoping / expecting. ltggAbeight is a significant fraction of our 300kg maximum
gross rack weight for floor loading considerations, and its 1.X&wvg, though no doubt containing a considerable marginse a

a significant fraction of the room'’s capacity. It does contain 8 drives, which probably take over 10W DC each when writing,
with the conversion from mains being less than 90% efficient. &dduple of CPUs and some memory, and the total is quite close
to 1kW.



The PoP

From the top, TCM's VoIP switch with its pretty pink cables. Thetivhetwork’s data switch with dull grey cables. The UIS’s PoP
for TCM. On the far right a redundant pair of fibres connecting edhtside world. On the left direct connections for Lapwing,
one telephone, the INI's remote backup server, and to our fireldalow the PoP’s redundant PSU.



To TCM

The link from the PoP to the rest of TCM first goes through a firewallis Tinewall currently passes all traffic, but its presence
means that we can easily block specific traffic should the nasel.dt is merely a Linux desktop, the second one to perform this
service, and it is rather elderly — a dual core 2.4GHz Core 2 with 4@Bemory. Its network interfaces are 1GBit/s.

There are many reasons why a more active firewall could be usefule firsh12 days of January, the subnet 103.41.124.0/24 was
responsible for over 300,000 failed password login attempesagh of our desktops. ..



Web Server and Firewall
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TCM’s Core Switches

TCM's network moved in 1999 to a collection of edge switchderafg 24 ports of 100MBit/s each, connected to a central switch
over 1GBit/s fibre links to form a ‘star’ configuration. In those ddys 1GBit/s links had to be fibre.

That the links between the switches, which carry the aggregedtfd of many desktops, are faster than the links to the deskto
is important. If this is not the case, these uplinks becomeat&it, and the only response is to discard packets of data. tWhils

internet protocols cope with packet loss, the coping can v afa inefficient. For most situations, a 100MBit/s link wr&ro
loss is much better than a 1GBit/s link with 50% loss.

Further expansion has left the configuration in a strange dowrigrar] star formation.
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Patch Pandl

Each office socket is joined to the socket in the patch parteltive same number. Depending on where the cable pluggedmto t
patch panel socket goes, it could have VolP, Lapwing, TCMtevoek (at 100MBit/s or 1GBit/s), the Mott network (i.e. QM), the
CTA network (i.e. the Mott Seminar Room), or nothing connecteid t

In some cases nasty socket doublers are used. CAT5 cable hawigtedtpairs of wires, and 100MBit/s ethernet uses just two.
So one can run two separate 100MBit/s connections down a siagle. Unfortunately GBit/s uses all four pairs.
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Patch Panel Closeup

Pink is telephone, so socket 65 is telephone, 66 & 67 TCM, 68 &@pty. Socket 89 shows a doubler in use.
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fslandfs?2

Our main fileserver i$ s1. This has two quad core 2.4GHz Sandy Bridge processors and 326BR8/1066 memory along
with space for twelve hot-swap disks. The home directories aretimrea-way mirror of three 3TB disks, and a two way mirror of

3TB disks is used for
[ usr/ | ocal / shar ed. Software RAID is used for both mirrors.

The machine is also the mailserver for tlecm phy. cam ac. uk domain, and serve TCM's password and group files.

It friend, f s2, is mostly identical and acts as a spare. Showdd fail, there would be no automatic failover, by 2 has suitable
hardware, and suitable data, to be configured to take over edatapidly.
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scrat ch

This machine is responsible for scr at ch.

It is an 8GB quad core 2.33GHz Core 2 based system with a MegaRAtMWage RAID card. This has six 1.5TB disks in a 6TB
RAID 6 array. It has a 1GBit/s link to the rest of TCM.

As there are no backups, space is cheap.

It accepts direct sftp connections, and one can log into it diréztperform a limited range of file manipulations. If copying data
to it via one’s TCM desktop, you will be limited to 100MBitAwhereas direct connections (or via pc52) could be ten timesrfast

For historical reasons (a full fileserver), it also hosts the majofigur centrally-installed software (about 160GB).
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backup

Our local backup server is a 2.27GHz quad core Nehalem with 6@GBpte channel DDR3/1066 memory and six disk drives.
Three 1TB drives form a 2TB software RAID volume and are used for theupaokhome directories. These backups are exported
back to the desktops so that anyone can browse them and redesdrdm them.

pcO: / backup/fsl1$ |s
Dec Jan Nov Sat Sun Sun_ol der Thu Wed
Fri Mn OCct Sep Sun_old Sun_ ol dest Tue

The precise date of each backup can readily be determined

pcO: / backup/ fs1l/ Sun$ |s
2015-01-11 22:38:04
aa606

aanl4
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backup

The backup schedule, for those on the new fileserver, is thai atich runs nightly makes an incremental backup wistync.
It also keeps three extra weekly (Sunday) backups, and montlkekupa for a year. Two offsite backups are maintained, one
weekly, one monthly, on the same server and disks. ..

The nightly backups are also pushed to the local second fileisés2.

A separate script makes a weekly backup of applications frefn and copies this tbs 2, and once a month to the remote backup
server too.
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| adon

Ladon exists merely to host four virtual machines.
It is a quad core 2.67GHz Nehalem with 8GB of dual channel DD&&3Imemory.

It uses the ‘kernel virtual machine’ VM system which has been gaheLinux kernel for several years.
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pl over : thePrint Server

A virtual machine running ohadon.

Serves two laser printers in coffee area, two in room 523, one intsge< office, one in SD, and the AO inkjet printer in 523.

Why have a print server? Mostly so that if a client repeatedly sengb which crashes a printer, or causes it to spew rubbish,
there is one place to go and look for the job and stop it.

Older printers also dislike dealing with large numbers of standous connections. The print server won't care.
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| 1 ¢: thelicence server

Some machine has to do the job of serving ‘floating’ licences. @MTthere are three major products which are licenced in this
fashion: Matlab, Mathematica, and Intel's compilers. This ¥YMs their licence servers.

(Some licences are fixed to a particular machine. Others use anketerver which is entitled to issue licences to clients up to
some fixed number. For software which could be run on any of owardg\computers, but is unlikely to be run on more than half
a dozen at once, floating licences are usually much cheaper.)
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cvs and svn

A pair of virtual machines running dnadon which provide an SVN-based repository service, complete withimeloface. This
is configured so that it is easy to add external users and to forabooltive projects.
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cvs and svn

= [check2xsf] Diff of /cell_read.c - Mozilla Firefox | = =]

59 [checkZxsf] Diff of fcell ... % | o

€ src.tom. phy. cam.ac. ukiviewve/mrcheck2xsifoell_read. c?r1=30082=32

I[check2xsf]/cell read.c

Diff of /cell _read.c

1=

Y Parent Directory | [E] Revision Log | # Patch

revision 30 by myjr, Thu Jul 17 20:41:18 2014 UTC

# Line 214 void cell_read(FILE* infile, struct unit
214 J

215 kp-=n=

216 lelse ifflstrcasecmpiptr"symmetry_ops™i
217 sym_mat=malloc{48*%* sizeof{double));
E sym_disp=malloc(48*3*sizeof{double));
219 ififlsym_matlIlsym_disp)

errar_exit("Malloc error for sym ops");
for{nsym=0;nsym=43; nsym++)
2720 cellreadlineibuffer LINE_SIZE infile);
1

221 if (Istrncasecmp(buffer,"%endblock” 99) break;

222

223

224

s for(i=0;i<3;i++)

206 if(sscanf{buffer,"%lf %If %I syr_mat+3 nsym+34,

327 sym_mat+S* nsym+3*i+1 sym_mat+3 nsym+35+231=3)Y

v & B~ brp2eps 4 v B8 ¥+ A e

Logged in as: mjr19

\Y/viewve

revision 32 by myjr, Sun Jul 20 19:57:48 2014 UTC
Line 214 wvoid cell_read(FILE* infile, struct unit
}
kp-=n=i
lelse ifflstreasecmp(ptr,"symmetry_ops™Ty
sym_mat=MULL,;
sym_disp=MNULL;
forfnsym=0;; nsym++)

cellreadline(buffer LINE_SIZE infile]);
if (Istrncasecmpibuffer,"%endblock” 93 break;
sym_mat=reallocisym_mat,insym+1)1"2"sizeof{double));
sym_disp=realloc{syrm_disp (nsym+11"3"sizeof{double]);
if ((lsyrm_mat)|l{lsyrm_disp)) error_exit("realloc errar in cell_read";
for(i=0;i<3;i++)]

iffsscanfibuffer," %I %If %l sym_mat+3* nsym+3™,

sym_mat+3* nsym+3*i+1 sym_mat+3* nsym+3%+21=3)

Colared Diff S| Show Legend:
Remaoved fram w30
changed lines
Added in w32

Fowered by ViewC 1.1.20

ViewVC Help
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web

This is a physical machine, and serves multiple site using {3 Virtual hosts. (HTTP requests contain the host name of the
intended target, and the web server can modify its output acaiyd

It is old, and runs on a 100MBit/s link, as we do not want the wetbesaaking the full bandwidth of our network connection.

It imports directories read-only from our main fileserver. If it were coonpised, it is intended that the result is merely
embarrassing, rather than catastrophic.

Though it does not support CGI, PHP or https, it does support &baEo Raven protected pages.
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henr i

Henri is a spare server. This is actually very valuable — it endsoipg all sorts of things which do not really have another home
to go to. It was purchased for a project for which it proved unsuwat@imea culpa), but has become quite useful.

It acts as a DHCP server for those using wired notebook connscimd is the SUSE network install server which has installed
every machine in TCM. It performs monitoring of network traffic volsnand runs the backend of the Onetep wiki. It has two
2.13GHz quad core Nehalems, with 24GB of memory. Overkill focutgent usage, but still less GB and GFLOPS than our best

desktops.
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UPSes
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UPSes

As heavy as lead. On the left is an extra battery for extended rum-timd on the right the UPS itself, the top part being the
electronics, the bottom part being battery.

The battery is an APC RBC11, four 17Ah 12V sealed lead acid tiegteveighing about 25kg between them. The UPS thus runs
on 48V DC, and is rated for up to 2.2kW, although we load them desitherefore enjoy longer run-times. We hope for at least
30 minutes, and should get well over an hour if the batteriesangsh.
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Cluster Room

This room contains both TCM'’s small cluster (eight dual so®etalem nodes in a rack, plus a floor standing head node), amnd als

various dual socket headless machines purchased on variatcsgiants. It often has the odd spare PC in case one is needed in
a hurry.

It is connected back to the server room by CAT5e cables trainimugih the ceiling and running at 1GBit/s. It contains two
1GBIt/s switches, both repurposed from elsewhere.
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The Cluster

From the bottom, eight compute nodes, two
switches (one NFS, one MPI), a large gap, tkdn
ands5. The air conditioner on the far wall blows
cold air down onto the fronts of these machines,
and the picture shows the backs. The corner of
the cluster’s head node / fileserver is visible in the
bottom right.
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Not the Cluster

On the low table to the left, the head node of TCM’s cluster.

In the rack,s1 to s8, saves4 ands5 which escaped to
the cluster rack. (Photo taken befa@ arrived.) More
machines expected. ..

At the top of the rack, an eight port GbE switch for the ‘s’
machines.

On top of the rack, a second GbE switch for the cluster’s
head node and any odds and sods. Also a spare desktop PC
(pc57) as an example of an odd or sod.
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SD

Downstairs in SD we have an old 3COM switch with a fibre link bawk €M, an office of PhD students containing three Linux
PCs and one old B&W laser printer, and a further PC is in the He&ofip’s office.

Regrettably one of the PhD students’ PCs has a Windows VM.
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Your Desktop

Connected with a 100MBit/s link, your desktop was purchasea r@latively high end machine suited for running calculatidins

may have aged ungracefully since. It will have error detecting argnand a reasonable amount of local scratch disk. It will have
a reliable, silent, passively-cooled GPU.

It will be running OpenSuSE 13.1 with a lot of additional softwa@me commercial (Matlab, Mathematica, Intel compilers, .. .),
some free but not distributed by OpenSuSE (Open64 compilers, \Wid|, Skype, ...), some updated versions of things SUSE
does distribute (Libreoffice, valgrind, numpy, gnuplot...).

It includes most of both the Ghome and KDE application su#as, things get added when their absence is pointed out.

It can mount USB memory sticks. It might, or might not, be able leoyy@udio or read/write DVDs. It will work with USB
webcams.
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and itsc. 65 friends

There are probably bigger computers in TCM than your desktop.af@értthe combined power of the others outclasses your
desktop.

That is why they are set up to make it easy to check what jobs anngion the others (with commands suchr #sisy), and to
log in to other computers and run jobs on them. Property is thedt(@most) all is held in common.

A pair of computers in 523 have a particularly interesting seacdf bells and whistles — both have scanners, one has an HD
webcam with microphone (removeable), both have working audie, (p052) has a 27 monitor (2560x1440), updated GL
libraries, a 1GBit/s ethernet connection, and a ban on long-ngrjobs to make it particularly suited to interactive work.

There is also a colour photocopier in 523, an A3 colour lasetgiand an AO inkjet printer.
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